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ChipsetINF_16969999697_1.zip

Vulnerability analysis verdict: PASS / Information leakage:

7 Components 0 Licenses

Components 7 Vulnerabilities 0 Licenses 0
B Vunerable High 0 B copyleft 0
. No known vulnerabilities 7 Medium 0 . Permissive 0
Low 0 . Weak Copyleft 0
Missing 0 . Proprietary 0
Identified 3rd party components
Driver Install Frameworks API (DIFXAPI) 2.1 Intel® Chipset Device Software 10.1.20314.8688
Intel.Deployment.ChipsetWiX.CustomAction 3.1.7.247 Microsoft.CrmSdk.CoreTools 3.14.1.8722
Intel.Tools 3.1.7.247 Windows Installer XML Toolset 3.14.1.8722

Intel. Tools.DeviceManager 3.1.7.247

Missing exploit mitigation techniques

Driver Install Frameworks API (DIFXAPI) 2.1
ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWixXCAdIl/DIFxAPI.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdII/DIFxAPI.dII

no-authenticode-signature

no-control-flow-guard

no-enforced-code-integrity
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/DIFxAPL.dII

no-authenticode-signature

no-control-flow-guard

no-enforced-code-integrity
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/DIFxAPIL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdII/DIFXAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdII/DIFXAPI.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdII/DIFxAPI.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdII/DIFxAPI.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdII/DIFXAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdII/DIFXAPLdII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdII/DIFXAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdIl/DIFxAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdII/DIFxAPI.dII

no-authenticode-signature

no-control-flow-guard
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no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdII/DIFxXAPI.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdII/DIFXAPLdII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdII/DIFXAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdII/DIFXAPIL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdII/DIFXAPIL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdII/DIFXAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdII/DIFXAPL.dII

no-authenticode-signature
no-control-flow-guard
no-enforced-code-integrity

Intel.Deployment.ChipsetWiX.CustomAction 3.1.7.247
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWixXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a

1/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl| o
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no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
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no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdIl/ChipsetWiX.CustomAction.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

Intel.Tools 3.1.7.247
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWixXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdll/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWixXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWixXCAdIl/Intel.Tools.dll

no-buffer-security-check
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no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_ 1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
O/Binary.ChipsetWiXCAdIl/Intel. Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/Intel. Tools.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check

no-control-flow-enforcement
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no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdll/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWixXCAdIl/Intel.Tools.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

Intel.Tools.DeviceManager 3.1.7.247
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check

no-control-flow-enforcement
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no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/DeviceManager.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
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no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdIl/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWiXCAdIll/DeviceManager.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
Intel® Chipset Device Software 10.1.20314.8688
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe

no-control-flow-enforcement

no-enforced-code-integrity
ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
exe

no-control-flow-enforcement

no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement

This result is a product of an automatic analysis and may contain errors or omissions. Page 11/17



Report generated 2025-08-14716:18:11Z
https://bdba001.icloud.intel.com/products/7553357

no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.exe
no-control-flow-enforcement
no-enforced-code-integrity

Windows Installer XML Toolset 3.14.1.8722
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWixXCAdI|

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWixXCAdI|

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdII

no-control-flow-guard
no-enforced-code-integrity
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWixXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWixXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWixXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.
ChipsetWixXCAdll/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0
/Binary.ChipsetWiXCAdIl/Microsoft. Deployment.WindowslInstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity

no-high-entropy-aslir
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/a0/
Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/a0/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWixXCAdIl/Microsoft.Deployment.Windowslinstaller.dl|

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWiXCAdll/Microsoft.Deployment.WindowsInstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdIl/Microsoft.Deployment.WindowslInstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.WindowslInstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/NDA-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chip
setWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/a0/Bin
ary.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr
ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/Public-Server/SetupChipset.exe/SetupChipset.exe.cab/al/Bin
ary.ChipsetWiXCAdIl/Microsoft.Deployment.WindowslInstaller.dll

no-buffer-security-check

no-control-flow-enforcement

no-control-flow-guard

no-enforced-code-integrity

no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.
ChipsetWixXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-NDA-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al
/Binary.ChipsetWiXCAdIl

no-control-flow-guard

no-enforced-code-integrity
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ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
0/Binary.ChipsetWixXCAdIl

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-Server-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/a
1/Binary.ChipsetWixXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/a0/Binary.Chips
etWiXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688.zip/NDA/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chips
etWiXCAdII

no-control-flow-guard
no-enforced-code-integrity

ChipsetINF_16969999697 1.zip/Chipset-10.1.20314.8688-PreSi-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.cab/al/
Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslir

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-PreSi-Server-BKC.zip/Apps/SetupChipset.exe/SetupChipset.exe.
cab/al/Binary.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688-Public-MUP.zip/SetupChipset.exe/SetupChipset.exe.cab/al/Binar
y.ChipsetWiXCAdIl/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslir

ChipsetINF_16969999697_1.zip/Chipset-10.1.20314.8688.zip/Public/SetupChipset.exe/SetupChipset.exe.cab/al/Binary.Chip
setWiXCAdll/Microsoft.Deployment.Windowslnstaller.dll

no-buffer-security-check
no-control-flow-enforcement
no-control-flow-guard
no-enforced-code-integrity
no-high-entropy-aslr
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Details

Original filename

SHA1 checksum

Original file size

Worker version

Frontend version
Component database version
CVE database version
BDSA database version
Vulnerabilities updated
Native fingerprint version
Dotnet fingerprint version

ChipsetINF_16969999697_1.zip
1a7¢2836be4832f6f468eb2fda002a9bd76359f0
35.23 MB

2025.3.1

2025.3.1

2025-08-13T16:43:06
2025-08-13T07:15:30
2025-08-13T07:30:02
2025-08-14T16:17:15
2025-06-13T12:30:12.704353+00:00
2025-06-23T14:20:18.190464+00:00
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